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(57) ABSTRACT

Methods, apparatus and computer program products imple-
ment embodiments of the present invention that include con-
veying first data from local regions of a local volume of a local
storage system to a remote storage system having a remote
volume with remote regions in a one-to-one correspondence
with the local regions. While conveying the first data, a
request is received to update a given local region, and the
given local region is marked. Subsequent to conveying the
first data, a local snapshot referencing the local regions is
created, and second data is conveyed from the marked local
region to the remote storage system.

20 Claims, 3 Drawing Sheets
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1
MARKING LOCAL REGIONS AND
PROVIDING A SNAPSHOT THEREOF FOR
ASYNCHRONOUS MIRRORING

FIELD OF THE INVENTION

The present invention relates generally to data storage, and
specifically to initializing a remote volume for asynchronous
mirroring.

BACKGROUND

Snapshots and mirroring are among the techniques
employed by data storage facilities for disaster recovery plan-
ning. A snapshot may be a copy of data residing on a storage
volume that is created at a particular point in time. Since a full
backup of a large data set can take a long time to complete, a
snapshot may define the dataset to be backed up. Data asso-
ciated with the snapshot is static, and is therefore protected
from any subsequent changes to the data on the volume.

Mirroring replicates a local storage volume to a separate
remote storage volume, in order to ensure redundancy. For a
storage facility comprising the local and the remote storage
volumes, mirroring can be implemented either synchro-
nously or asynchronously. During synchronous mirroring, a
host (e.g., a database server) communicating with the storage
facility receives a write acknowledgement after data is suc-
cessfully written to both the local and the remote storage
volumes. Synchronous mirroring is typically implemented
over a high speed local area network (LAN) or a wide area
network (WAN).

During asynchronous mirroring, the host receives the write
acknowledgement after the data is written to the local volume
(i.e., the remote volume may have not yet received the data
and/or may not have acknowledged writing the data). Asyn-
chronous mirroring is typically implemented over lower
speed wide area networks, especially over greater distances.

Asynchronous mirroring can be implemented using snap-
shot-based synchronization. During snapshot-based synchro-
nization, a most recent snapshot (MRS) is defined and com-
pared it to a last replicated snapshot (LRS). Any differences
detected when comparing the MRS to the LRS are then con-
veyed to the remote volume. Upon conveying the differences,
the LRS is deleted and the MRS becomes the new LRS.
Therefore, snapshots defined during snapshot-based synchro-
nization can be marked as “short-lived”, since the MRS and
LRS are typically retained for short time periods.

The description above is presented as a general overview of
related art in this field and should not be construed as an
admission that any of the information it contains constitutes
prior art against the present patent application.

SUMMARY

There is provided, in accordance with an embodiment of
the present invention a method, including conveying first data
from local regions of a local volume of a local storage system
to a remote storage system having a remote volume with
remote regions in a one-to-one correspondence with the local
regions, receiving, while conveying the first data, a request to
update a given local region, and marking the given local
region, creating, subsequent to conveying the first data, a
local snapshot referencing the local regions, and subsequent
to creating the local snapshot, conveying second data from the
marked local region to the remote storage system.

There is also provided, in accordance with an embodiment
of the present invention a storage system, including a local
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2

volume having local regions, a remote volume having remote
regions in a one-to-one correspondence with the local
regions, and a local processor configured to convey first data
from the local regions to the corresponding remote regions, to
receive, while conveying the first data, a request to update a
given local region, and to mark the given local region, to
create, subsequent to conveying the first data, alocal snapshot
referencing the local regions and to convey, subsequent to
creating the local snapshot, second data from the marked
local region to the remote storage system.

There is further provided, in accordance with an embodi-
ment of the present invention a computer program product,
the computer program product including a non-transitory
computer readable storage medium having computer read-
able program code embodied therewith, the computer read-
able program code including computer readable program
code configured to convey first data from local regions of a
local volume of a local storage system to a remote storage
system having a remote volume with remote regions in a
one-to-one correspondence with the local regions, computer
readable program code configured to receive, while convey-
ing the first data, a request to update a given local region, and
to mark the given local region, computer readable program
code configured to create, subsequent to conveying the first
data, a local snapshot referencing the local regions, and com-
puter readable program code configured to convey, subse-
quent to creating the local snapshot, second data from the
marked local region to the remote storage system.

BRIEF DESCRIPTION OF THE DRAWINGS

The disclosure is herein described, by way of example
only, with reference to the accompanying drawings, wherein:

FIG. 1 is a block diagram that schematically illustrates a
storage system, in accordance with an embodiment of the
present invention;

FIG. 2 is a schematic pictorial illustration of a remote
mirror initialization and synchronization facility, in accor-
dance with an embodiment of the present invention; and

FIG. 3 is a flow diagram that schematically illustrates a
method of'initializing a remote volume, in accordance with an
embodiment of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS

Prior to asynchronously mirroring a local volume on a local
storage system to a remote volume on a remote storage sys-
tem, data on the local and the remote volumes must be ini-
tially synchronized (i.e., the data must be consistent). In addi-
tion to an initial synchronization, there may be instances
when the local and remote volumes need to be resynchro-
nized. For example, if a communication link between the
local and remote volume fails for a specific period of time
(e.g., a few hours), then data on the local and remote volumes
must be resynchronized before resuming the asynchronous
mirroring.

Embodiments of the present invention provide methods
and systems for a local storage system to use a delayed snap-
shot (also known as a tardy snapshot) while initializing a
remote volume for asynchronous mirroring. In some embodi-
ments, the local storage system first conveys data from local
regions on the local volume to corresponding remote regions
on the remote volume, while at the same time marking (i.e.,
keeping track) of any local regions that have been updated. In
some embodiments, as explained hereinbelow, the local stor-
age system may keep track of the updated local regions via a
bitmap.
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Upon completing conveying data from the local regions to
the remote regions, the local storage controller can create a
local snapshot, thereby retaining the local volume at a con-
sistent state. To complete the synchronization the local stor-
age controller can then convey the marked regions to the
remote volume.

Retaining snapshots on a storage system can be expensive
from a resource perspective. By delaying the creation of the
local snapshot (i.e., until after data from the local regions is
conveyed to the remote regions), embodiments of the present
invention can significantly reduce the retention time of the
snapshot, when compared to other synchronization methods
where the snapshot is created at the beginning of the synchro-
nization process (i.e., an “early” snapshot).

FIG. 1 is a block diagram that schematically illustrates a
data processing storage subsystem 20, in accordance with an
embodiment of the invention. The particular subsystem (also
referred to herein as a storage system) shown in FIG. 1 is
presented to facilitate an explanation of the invention. How-
ever, as the skilled artisan will appreciate, the invention can be
practiced using other computing environments, such as other
storage subsystems with diverse architectures and capabili-
ties.

Storage subsystem 20 receives, from one or more host
computers 22, input/output (I/O) requests, which are com-
mands to read or write data at logical addresses on logical
volumes. Any number of host computers 22 are coupled to
storage subsystem 20 by any means known in the art, for
example, using a network. Herein, by way of example, host
computers 22 and storage subsystem 20 are assumed to be
coupled by a Storage Area Network (SAN) 26 incorporating
data connections 24 and Host Bus Adapters (HBAs) 28. The
logical addresses specify a range of data blocks within a
logical volume, each block herein being assumed by way of
example to contain 512 bytes. For example, a 10 KB data
record used in a data processing application on a given host
computer 22 would require 20 blocks, which the given host
computer might specity as being stored at a logical address
comprising blocks 1,000 through 1,019 of a logical volume.
Storage subsystem 20 may operate in, or as, a SAN system.

Storage subsystem 20 comprises a clustered storage con-
troller 34 coupled between SAN 26 and a private network 46
using data connections 30 and 44, respectively, and incorpo-
rating adapters 32 and 42, again respectively. In some con-
figurations, adapters 32 and 42 may comprise host SAN
adapters (HSAs). Clustered storage controller 34 implements
clusters of storage modules 36, each of which includes an
interface 38 (in communication between adapters 32 and 42),
and a cache 40. Each storage module 36 is responsible for a
number of storage devices 50 by way of a data connection 48
as shown.

As described previously, each storage module 36 further
comprises a given cache 40. However, it will be appreciated
that the number of caches 40 used in storage subsystem 20
and in conjunction with clustered storage controller 34 may
be any convenient number. While all caches 40 in storage
subsystem 20 may operate in substantially the same manner
and comprise substantially similar elements, this is not a
requirement. Each of the caches 40 may be approximately
equal in size and is assumed to be coupled, by way of
example, in a one-to-one correspondence with a set of physi-
cal storage devices 50, which may comprise disks. In one
embodiment, physical storage devices may comprise such
disks. Those skilled in the art will be able to adapt the descrip-
tion herein to caches of different sizes.

Each set of storage devices 50 comprises multiple slow
and/or fast access time mass storage devices, herein below
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4

assumed to be multiple hard disks. FIG. 1 shows caches 40
coupled to respective sets of storage devices 50. In some
configurations, the sets of storage devices 50 comprise one or
more hard disks, which can have different performance char-
acteristics. In response to an I/O command, a given cache 40,
by way of example, may read or write data at addressable
physical locations of a given storage device 50. In the
embodiment shown in FIG. 1, caches 40 are able to exercise
certain control functions over storage devices 50. These con-
trol functions may alternatively be realized by hardware
devices such as disk controllers (not shown), which are linked
to caches 40.

Each storage module 36 is operative to monitor its state,
including the states of associated caches 40, and to transmit
configuration information to other components of storage
subsystem 20 for example, configuration changes that result
in blocking intervals, or limit the rate at which /O requests for
the sets of physical storage are accepted.

Routing of commands and data from HBAs 28 to clustered
storage controller 34 and to each cache 40 may be performed
over a network and/or a switch. Herein, by way of example,
HBAs 28 may be coupled to storage modules 36 by at least
one switch (not shown) of SAN 26, which can be of any
known type having a digital cross-connect function. Addi-
tionally or alternatively, HBAs 28 may be coupled to storage
modules 36.

In some embodiments, data having contiguous logical
addresses can be distributed among modules 36, and within
the storage devices in each of the modules. Alternatively, the
data can be distributed using other algorithms, e.g., byte or
block interleaving. In general, this increases bandwidth, for
instance, by allowing a volume in a SAN or a file in network
attached storage to be read from or written to more than one
given storage device 50 at a time. However, this technique
requires coordination among the various storage devices, and
in practice may require complex provisions for any failure of
the storage devices, and a strategy for dealing with error
checking information, e.g., a technique for storing parity
information relating to distributed data. Indeed, when logical
unit partitions are distributed in sufficiently small granularity,
data associated with a single logical unit may span all of the
storage devices 50.

While such hardware is not explicitly shown for purposes
of illustrative simplicity, clustered storage controller 34 may
be adapted for implementation in conjunction with certain
hardware, such as a rack mount system, a midplane, and/or a
backplane. Indeed, private network 46 in one embodiment
may be implemented using a backplane. Additional hardware
such as the aforementioned switches, processors, controllers,
memory devices, and the like may also be incorporated into
clustered storage controller 34 and elsewhere within storage
subsystem 20, again as the skilled artisan will appreciate.
Further, a variety of software components, operating systems,
firmware, and the like may be integrated into one storage
subsystem 20.

Storage devices 50 may comprise a combination of high
capacity hard disk drives and solid state disk drives. In some
embodiments each of storage devices 50 may comprise a
logical storage device. In storage systems implementing the
Small Computer System Interface (SCSI) protocol, the logi-
cal storage devices may be referred to as logical units, or
LUNs. While each LUN can be addressed as a single logical
unit, the LUN may comprise a combination of high capacity
hard disk drives and/or solid state disk drives.

FIG. 2 is a block diagram that schematically illustrates a
remote mirror initialization and synchronization facility 60,
in accordance with a disclosed embodiment of the present
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invention. In the description herein, clustered storage control-
lers 34 and their respective components may be differentiated
by appending a letter to the identifying numeral, so that
clustered storage controllers 34 comprise a local clustered
storage controller 34 A and a remote storage controller 34B.

Facility 60 comprises local clustered storage controller
34A having a local storage device 50A storing a local volume
62A which is to be mirrored to a remote volume 62B on a
remote storage device S0B of remote clustered storage con-
troller 34B. The mirroring, as well as other communication
between the local and the remote clustered storage control-
lers, may be performed over a wide area network (WAN) 64
via HBAs 66A and 66B in the two clustered storage control-
lers. While the example shown in FIG. 2 shows facility 60
comprising the local and the remote clustered storage con-
trollers, other types of storage systems are considered to be
within the spirit and scope of the present invention.

Local module 36 A comprises a local processor 68A and a
local memory 70A. In some embodiments, local processor
68 A may store local volume 62A in a plurality of local regions
72A which the local storage controller can reference via local
snapshots 74A. Likewise, remote module 36B comprises a
remote processor 68B and a remote memory 70B. In some
embodiments, remote processor 68B may store remote vol-
ume 62B in a plurality of remote regions 72B which the
remote storage controller can reference via remote snapshots
74B.

As described supra, during snapshot-based (asynchronous
mirroring, local processor 68A defines, for local volume 62A,
amost recent snapshot (MRS) 74 A and compares the MRS to
a last replicated snapshot (LRS) 74A for the local volume.
Local processor 68A can then convey any differences
detected between the MRS and the LRS to remote volume
62B.

Upon conveying the differences, local processor 68A can
delete LRS, and the MRS becomes the new LRS. Addition-
ally, upon receiving and storing the differences to remote
volume 62B, remote processor 68B can define remote snap-
shot 74B that is also referred to as a last consistent snapshot
(LCS) 74B. In asynchronous mirroring, the LRS and the L.CS
represent the most recent synchronization of the local and the
remote volumes.

As described hereinbelow, local processor 68 A may define
a bitmap 76 in local memory 70A. In some embodiments,
each bit in bitmap 76 corresponds to one of local regions 72A,
and indicates whether or not any data has been written to the
corresponding local region.

Storage devices S0A and 50B typically comprise a combi-
nation of high capacity hard disk drives and solid state disk
drives. In some embodiments each of the storage devices may
comprise a logical disk. In storage systems implementing the
Small Computer System Interface (SCSI) protocol, the logi-
cal disks are typically referred to as logical units, or LUNSs.
While each LUN is typically addressed as a single logical
unit, the LUN typically comprises a combination of high
capacity hard disk drives and/or solid state disk drives.

Processors 68A and 68B typically comprise general-pur-
pose computers, which are programmed in software to carry
out the functions described herein. The software may be
downloaded to local module 36A and remote module 36B in
electronic form, over a network, for example, or it may be
provided on non-transitory tangible media, such as optical,
magnetic or electronic memory media. Alternatively, some or
all of the functions of processors 68 A and 68B may be carried
out by dedicated or programmable digital hardware compo-
nents, or using a combination of hardware and software ele-
ments.
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As will be appreciated by one skilled in the art, aspects of
the present invention may be embodied as a system, method
or computer program product. Accordingly, aspects of the
present invention may take the form of an entirely hardware
embodiment, an entirely software embodiment (including
firmware, resident software, micro-code, etc.) or an embodi-
ment combining software and hardware aspects that may all
generally be referred to herein as a “circuit,” “module” or
“system”. Furthermore, aspects of the present invention may
take the form of a computer program product embodied in one
or more comp uter readable medium(s) having computer
readable program code embodied thereon.

Any combination of one or more computer readable medi-
um(s) may be utilized. The computer readable medium may
be a computer readable signal medium or a computer read-
able storage medium. A computer readable storage medium
may be, for example, but not limited to, an electronic, mag-
netic, optical, electromagnetic, infrared, or semiconductor
system, apparatus, or device, or any suitable combination of
the foregoing. More specific examples (a non-exhaustive list)
of the computer readable storage medium would include the
following: an electrical connection having one or more wires,
a portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM or Flash
memory), an optical fiber, a portable compact disc read-only
memory (CD-ROM), an optical storage device, a magnetic
storage device, or any suitable combination of the foregoing.
In the context of this document, a computer readable storage
medium may be any tangible medium that can contain, or
store a program for use by or in connection with an instruction
execution system, apparatus, or device.

A computer readable signal medium may include a propa-
gated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-mag-
netic, optical, or any suitable combination thereof. A com-
puter readable signal medium may be any computer readable
medium that is not a computer readable storage medium and
that can communicate, propagate, or transport a program for
use by or in connection with an instruction execution system,
apparatus, or device.

Program code embodied on a computer readable medium
may be transmitted using any appropriate medium, including
but not limited to wireless, wireline, optical fiber cable, RF,
etc., or any suitable combination of the foregoing.

Computer program code for carrying out operations for
aspects of the present invention may be written in any com-
bination of one or more programming languages, including
an object oriented programming language such as Python,
Java, Smalltalk, C++ or the like and conventional procedural
programming languages, such as the “C” programming lan-
guage or similar programming languages. The program code
may execute entirely on the user’s computer, partly on the
user’s computer, as a stand-alone software package, partly on
the user’s computer and partly on a remote computer or
entirely on the remote computer or server. In the latter sce-
nario, the remote computer may be connected to the user’s
computer through any type of network, including a local area
network (LAN) or a wide area network (WAN), or the con-
nection may be made to an external computer (for example,
through the Internet using an Internet Service Provider).

Aspects of the present invention are described herein with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems) and computer program prod-
ucts according to embodiments of the invention. It will be
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understood that each block of the flowchart illustrations and/
or block diagrams, and combinations of blocks in the flow-
chart illustrations and/or block diagrams, can be imple-
mented by computer program instructions. These computer
program instructions may be provided to a processor of a
general purpose computer, special purpose computer, or other
programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data pro-
cessing apparatus, create means for implementing the func-
tions/acts specified in the flowchart and/or block diagram
block or blocks. These computer program instructions may
also be stored in a computer readable medium that can direct
a computer, other programmable data processing apparatus,
or other devices to function in a particular manner, such that
the instructions stored in the computer readable medium pro-
duce an article of manufacture including instructions which
implement the function/act specified in the flowchart and/or
block diagram block or blocks.

The computer program instructions may also be loaded
onto a computer, other programmable data processing appa-
ratus, or other devices to cause a series of operational steps to
be performed on the computer, other programmable appara-
tus or other devices to produce a computer implemented
process such that the instructions which execute on the com-
puter or other programmable apparatus provide processes for
implementing the functions/acts specified in the flowchart
and/or block diagram block or blocks.

Remote Volume Initialization

FIG. 3 is a flow diagram that schematically illustrates a
method of initializing remote volume 62A for asynchronous
mirroring, in accordance with an embodiment of the present
invention. In a definition step 80, local processor 68 A defines
bitmap 76 for a given local snapshot 74A. As described supra,
eachlocal region 72 A has a corresponding bit (also referred to
as an entry) in bitmap 76. Upon defining bitmap 76, local
processor 68A initializes all the bits in the bitmap (e.g., to
“07) so that all the bits in the bitmap indicate that no local
regions 72A have been updated since the start of the initial-
ization.

In the flow diagram shown in FIG. 3, local processor 68A
performs steps 82-92 and steps 98-102 concurrently. As
explained hereinbelow, in steps 98-102, upon receiving a
request to write data (i.e., update) a given local region 72A in
local volume 62A, local processor 68 A marks the associated
bit in bitmap 76, and in steps 82-92, the local processor
sequentially conveys local regions 72A on local volume 62A
to corresponding remote regions 72B on remote volume 62B.
In the embodiments described herein, to mark a given bit in
bitmap 76, local processor 68 A may store a “1” (i.e., a value)
to the given bit. Likewise, to unmark a given bit in bitmap 76,
local processor 68A may store “0” to the given bit.

In afirst retrieval step 82, local processor 68 A retrieves first
data from the first local region 72 A from local volume 62A. In
a first comparison step 84, if the corresponding bit in bitmap
76 is marked, thereby indicating that the retrieved local region
was updated subsequent to step 80, then in an unmarking step
86, local processor 68A unmarks the corresponding bit in
bitmap 76. In a first conveying step 88, local processor 68 A
conveys the retrieved first data to remote storage controller
34B.

Returning to first comparison step 84, if the corresponding
bit in bitmap 76 indicates the retrieved local region has not
been updated (i.e., subsequent to step 80), then the method
continues with step 88.
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In asecond comparison step 90, if there are additional local
regions 72A in local volume 62A, then in a second retrieval
step 92, local processor 68A retrieves first data from the next
local region 72A from local volume 62A, and the method
continues with step 84. If there are no additional local regions
72A tobe conveyed to the remote clustered storage controller,
then in a snapshot creation step 94, local processor 68A
creates a local snapshot 74A. The created local snapshot
comprises the “most recent” snapshot for the local storage
controller, as described supra.

Finally, in a second conveying step 96, subsequent to cre-
ating local snapshot 74A, local processor 68A conveys sec-
ond data from the local regions associated with the marked
entries in bitmap 76 (also referred to as the updated local
regions) to remote storage controller 34B, and the method
ends.

While the flow diagram in FIG. 3 describes operations
performed by local processor 68 A on local storage controller
34A, upon receiving the conveyed first data from the local
storage controller (i.e., in step 88), remote processor 68B
stores the first data to corresponding remote regions 72B.
Additionally, after receiving the conveyed second data con-
veyed from the local storage controller (i.e., in step 96), and
storing the received second to corresponding remote regions
72B, remote processor 68B may create a remote snapshot
74B, i.e., the LCS referencing the remote regions of the
remote volume.

As described supra, while conveying local regions 72A to
remote clustered storage controller 34B, local processor 68 A
simultaneously updates bitmap 76 upon receiving a write
request for local volume 62A. In a third comparison step 98,
if local processor 68A has not completed conveying local
regions 72A to remote clustered storage controller 34B (as
described supra in steps 82-92), then in a fourth comparison
step 100, if the local processor receives a write request to
update a given local region 72A, then in a marking step 102,
the local processor marks a corresponding bit (i.e., corre-
sponding to the given local region) in bitmap 76, thereby
marking (i.e. indicating) that the given local region has been
updated, and the method continues with step 98.

Returning to step 100, if local processor 68A does not
receive a write request, then the method continues with step
98. Returning to step 98, iflocal processor 68 A has completed
the conveying of local regions 72A to remote clustered stor-
age controller 34B, then the method continues with step 94.

In steps 84-88 of the flow diagram described hereinabove,
if the corresponding bit in bitmap 76 is marked to indicate that
a given local region 72A has been updated, local processor
68A conveys data from the given local region 72A, and
unmarks the corresponding bit. In an alternative embodiment,
local processor 68A can check bitmap 76 prior to retrieving a
given local region 72A in steps 82 and 92, and skip the steps
of retrieving the local region, unmarking the corresponding
bit in the bitmap and conveying data from the retrieved local
region to remote clustered storage controller 34B. In this
alternative embodiment, local processor 68 A conveys, in step
102, second data from all local regions 72 A corresponding to
the marked bits in bitmap 76.

While the embodiments described herein utilize bitmap 76
to indicate any updates to local volume 62 A, other methods of
indicating updates to the local volume are considered to be
within the spirit and scope of the present invention. For
example, in step 80, local processor 68 A can store the current
time to a time threshold, and in step 84, the local processor
can “mark” a given local region 72A upon identifying that the
given local region’s timestamp has a later time than the time
threshold. In some embodiments, as an alternative to bitmap
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76, local processor 68A can track the updated regions using
other types of static or dynamic data structures. For example,
local processor 68A can configure bitmap 76 as a dynami-
cally allocated linked list referencing the updated regions.

The flowchart and block diagrams in the Figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods and computer program
products according to various embodiments of the present
invention. In this regard, each block in the flowchart or block
diagrams may represent a module, segment, or portion of
code, which comprises one or more executable instructions
for implementing the specified logical function(s). It should
also be noted that, in some alternative implementations, the
functions noted in the block may occur out of the order noted
in the figures. For example, two blocks shown in succession
may, in fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality involved. It will also be
noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block diagrams
and/or flowchart illustration, can be implemented by special
purpose hardware-based systems that perform the specified
functions or acts, or combinations of special purpose hard-
ware and computer instructions.

It will be appreciated that the embodiments described
above are cited by way of example, and that the present
invention is not limited to what has been particularly shown
and described hereinabove. Rather, the scope of the present
invention includes both combinations and subcombinations
of the various features described hereinabove, as well as
variations and modifications thereof which would occur to
persons skilled in the art upon reading the foregoing descrip-
tion and which are not disclosed in the prior art.

The invention claimed is:

1. A method, comprising:

conveying first data from local regions of a local volume of

alocal storage system to a remote storage system having
a remote volume with remote regions in a one-to-one
correspondence with the local regions;

receiving, while conveying the first data, a request to

update a given local region, and marking the given local
region;

creating, subsequent to conveying the first data, a local

snapshot referencing the local regions; and

subsequent to creating the local snapshot, conveying sec-

ond data from the marked given local region to the
remote storage system.

2. The method according to claim 1, and comprising skip-
ping the conveying of the first data from the given local region
upon detecting that the given local region is marked.

3. The method according to claim 1, and comprising
unmarking the given local region upon conveying the first
data from the given local region.

4. The method according to claim 1, and comprising defin-
ing, prior to conveying the first data, a bitmap, wherein each
of the local regions has a corresponding bit in the bitmap.

5. The method according to claim 4, wherein marking the
given local region comprises storing a value to the corre-
sponding bit in the bitmap.

6. The method according to claim 1, and comprising stor-
ing, prior to conveying the first data, a current time to a time
threshold, and wherein marking the given local region com-
prises identifying a timestamp for the given local region hav-
ing a later time than the time threshold.

7. A storage facility, comprising:

a local volume having local regions;
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a remote volume having remote regions in a one-to-one
correspondence with the local regions; and

a local processor configured to convey first data from the
local regions to the corresponding remote regions, to
receive, while conveying the first data, a request to
update a given local region, and to mark the given local
region, to create, subsequent to conveying the first data,
a local snapshot referencing the local regions and to
convey, subsequent to creating the local snapshot, sec-
ond data from the marked given local region to a remote
storage system.

8. The method according to claim 7, and comprising upon
receiving and storing the first and second data to the corre-
sponding remote regions, creating a remote snapshot refer-
encing the remote regions.

9. The storage facility according to claim 8, wherein the
local processor is configured to skip the conveying of the first
data from the given local region upon detecting that the given
local region is marked.

10. The storage facility according to claim 8, wherein the
local processor is configured to unmark the given local region
upon conveying the first data from the given local region.

11. The storage facility according to claim 8, wherein the
local processor is configured to define, prior to conveying the
first data, a bitmap, wherein each of the local regions has a
corresponding bit in the bitmap.

12. The storage facility according to claim 11, wherein the
local processor is configured to mark the given local region by
storing a value to the corresponding bit in the bitmap.

13. The storage facility according to claim 8, wherein the
local processor is configured to store, prior to conveying the
first data, a current time to a time threshold, and wherein the
local processor is configured to mark the given local region by
identifying a timestamp for the given local region having a
later time than the time threshold.

14. The storage facility according to claim 8, and compris-
ing a remote processor configured to, upon receiving and
storing the received first and second data to the corresponding
remote regions, to create a remote snapshot referencing the
remote regions.

15. A computer program product, the computer program
product comprising:

a non-transitory computer readable storage medium hav-
ing computer readable program code embodied there-
with, the computer readable program code comprising:

computer readable program code configured to convey first
data from local regions of a local volume of a local
storage system to a remote storage system having a
remote volume with remote regions in a one-to-one cor-
respondence with the local regions;

computer readable program code configured to receive,
while conveying the first data, a requestto update a given
local region, and to mark the given local region;

computer readable program code configured to create, sub-
sequent to conveying the first data, a local snapshot
referencing the local regions; and

computer readable program code configured to convey,
subsequent to creating the local snapshot, second data
from the marked given local region to the remote storage
system.

16. The computer program product according to claim 15,
and comprising computer readable program code configured
to skip the conveying of the first data from the given local
region upon detecting that the given local region is marked.
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17. The computer program product according to claim 15,
and comprising computer readable program code configured
to unmark the given local region upon conveying the first data
from the given local region.

18. The computer program product according to claim 15,
and comprising computer readable program code configured
to define, prior to conveying the first data, a bitmap, wherein
each of'the local regions has a corresponding bit in the bitmap.

19. The computer program product according to claim 18,
wherein the computer readable program code is configured to
mark the given local region by storing a value to the corre-
sponding bit in the bitmap.

20. The computer program product according to claim 15,
and comprising computer readable program code configured
to store, prior to conveying the first data, a current time to a
time threshold, and wherein marking the given local region
comprises identifying a timestamp for the given local region
having a later time than the time threshold.

#* #* #* #* #*
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